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U.S. Municipal Bond Market
Will War in Eastern Europe Lead to Cyber-Attacks on U.S. Public
Finance & Infrastructure?

« Aflight to quality occurred just after announcements were made about Russia’s Tom Kozlik
conventional attack on Ukraine. We are not convinced the flight to quality will 5;5‘;?5@/’4”3”9[5/pa/36560r5h&A”"/W“
continue and it is difficult to say how investor sentiment is likely to develop in tom kozlik@hillopsecurities.com
coming days. Potential U.S. Fed policy shifts still weighs heavily on investors'
outlook.
«  We remain concerned about the potential for cyberattacks on U.S. public finance
related targets such as utilities, infrastructure and state and local governments.
+ Public finance entities who have prepared over a multi-year period for cyber
intrusions and with healthy general fund balances will be best protected from
cyberattacks. It is possible cyber insurance policies are only of limited value
especially if there is an "Act of War” or similar clause that can be enacted by the
policy provider.
Russian Conventional Attack on Ukraine
Russian conventional military attacks have commenced on Ukraine and one report
suggests that this aggression could allow Russian forces to enter and take the Ukrainian
capital of Kyiv (Kiev) “within hours” U.S. President Joe Biden spoke at another press Investor sentiment is evolving and a
conference today and announced additional sanctions meant to deny access to capital fight to quality s occurring as some
- ) ) ) ] investors try to position themselves
and "impose severe cost on the Russian economy, both immediately and over time." to account for this development.

Impact on Financial Markets, Municipal Bond Market

Investor sentiment is evolving and a flight to quality is occurring as some investors try to
position themselves to account for this development. A key reservation is whether or not
events in Eastern Europe should supersede market expectations about what is expected
from the FOMC on March 16th and thereafter. Very soon after the Russian invasion
announcement was made municipal yields fell, but not as steeply as Treasury yields in
what is being described as a flight to safety, or flight to quality. We think municipals
could be one of the asset classes investors continue to transition to as a result of geo-
political pressure. Credit quality in U.S. public finance and especially state and local
government credit is very high, mostly as a result of 2021 federal relief. We increased our
credit sector outlooks on the U.S. state government, local government and school district
sectors in the beginning of February to “Positive” from “Stable,"and do not plan to revise
these as a result of the recent conventional invasion. However, it is possible that this
move to quality does not progress as quickly or even continue in days to come. Investors
pulled $1.3 billion from municipal funds last week and today Lipper announced another
$1.2 billion was withdrawn from municipal bond fund investments week-over-week. We
do not have a clear sense of where investor sentiment will align in coming days to weeks
despite what has recently transpired.
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(yber-Space Has Been Weaponized

Questions about Russia’s near-term intentions in Ukraine are answered for now. It is

important to realize that the conventional military attacks in Ukraine are not the only

tactic being used. Cyber-Space has been weaponized and Russia is one of the few

nation-states that engages in this strategy. Russian and Russian related entities have

been striking Ukraine in recent months with higher levels of disruptive cyberattacks.

Most recently Ukrainian computers have been hit with data wiping software. The United States could be directly

impacted by the events in Ukraine
in the form of higher energy and

Warnings of Potential Cyber-Attacks on U.S. Targets commodites prices.
The United States could be directly impacted by the events in Ukraine in the form

of higher energy and commaodities prices. Another way the United States could

be directly impacted by the events in Ukraine is through cyber-attacks by Russia

or Russian sponsored entities. Russian President Vladimir Putin early this morning

warned, “Whoever tries to hinder us, or threaten our country or our people, should

know that Russia’s response will be immediate and will lead you to consequences

that you have never faced in your history." Some are interpreting this to include

potential extreme military strategies, we think the warning could mean aggressive

cyber-attacks could occur.

At the end of January 2022 a U.S. Department of Homeland Security memo

circulated to U.S. entities such as infrastructure assets and state and local Where public finance entities are
governments warned of potential cyber attacks. At the beginning of this week the concerned we believe those who
FBI warned private business leaders and state and local government officials to have prepared over a multi-year

period for cyber intrusions will be

be "mindful of the potential for ransomware attacks,"also. A similar warning was
best protected.

delivered to U.S. banks.

Where public finance entities are concerned we believe those who have prepared
over a multi-year period for cyber intrusions will be best protected. We also think
that those with stronger balance sheets and general fund reserves will be better able
to more quickly absorb short-term costs associated with any type of cyberattack.
Cyber-insurance could be of only limited value. The circumstances and the details

of cyber insurance policies are important now. It is possible that entities that have
cyber insurance may not be fully covered under the current circumstances if policies
have an "Act of War” or similar clause. Again, the details of the policy and the type of
attack will help determine the strength of the insurance.

Page 2


https://www.reuters.com/world/europe/ukrainian-government-foreign-ministry-parliament-websites-down-2022-02-23/
https://www.aljazeera.com/news/2022/2/24/putins-speech-declaring-war-on-ukraine-translated-excerpts
https://www.aljazeera.com/news/2022/2/24/putins-speech-declaring-war-on-ukraine-translated-excerpts
https://www.cnn.com/2022/01/24/politics/russia-cyberattack-warning-homeland-security/index.html
https://www.cnn.com/2022/02/22/politics/russia-sanctions-fbi-cyber-threats-ransomware/index.html
https://www.cnn.com/2022/02/18/politics/treasury-banks-russia-cyber-meeting/index.html
https://www.infosecurity-magazine.com/opinions/cyberwar-exclusion-cyber-insurance/
https://www.infosecurity-magazine.com/opinions/cyberwar-exclusion-cyber-insurance/

HilltopSecurities ‘TP Municipal Commentary

Recent HilltopSecurities Municipal Commentary

o REVISED: The Municipal Market in 2022, Due to the COVID-19 Paradigm Shift, Feb.
7,2022

« January Housing Finance Agency Prepayment Report, Delinquency Trends, and
Outlook, Jan. 27, 2022

o State and Local Labor Market Weakness Continues in Dec. 2021, Trend Likely to
Persist Into Beginning of 2022, Jan. 7, 2022

Readers may view all of the HilltopSecurities Municipal Commentary here.

The paper/commentary was prepared by HilltopSecurities (HTS). It is intended for informational purposes only and does not
constitute legal or investment advice, nor is it an offer or a solicitation of an offer to buy or sell any investment or other specific
product. Information provided in this paper was obtained from sources that are believed to be reliable; however, it is not guaranteed
to be correct, complete, or current, and is not intended to imply or establish standards of care applicable to any attorney or advisor in
any particular circumstances. The statements within constitute the views of HTS as of the date of the document and may differ from
the views of other divisions/departments of affiliate Hilltop Securities Inc. In addition, the views are subject to change without notice.
This paper represents historical information only and is not an indication of future performance. This material has not been prepared
in accordance with the guidelines or requirements to promote investment research, it is not a research report and is not intended as
such. Sources available upon request.

Hilltop Securities Inc. is a registered broker-dealer, registered investment adviser and municipal advisor firm that does not provide
tax or legal advice. HTS is a wholly owned subsidiary of Hilltop Holdings, Inc. (NYSE: HTH) located at 717 N. Harwood St,, Suite 3400,
Dallas, Texas 75201, (214) 859-1800, 833-4HILLTOP

©2022 Hilltop Securities Inc. | All rights reserved | MEMBER: NYSE/FINRA/SIPC P3 ge 3


https://www.hilltopsecurities.com/wp-content/uploads/sites/3/2022/02/municipal-commentary_2.7.22.pdf
https://www.hilltopsecurities.com/wp-content/uploads/sites/3/2022/01/housing-commentary_1.27.22.pdf
https://www.hilltopsecurities.com/wp-content/uploads/sites/3/2022/01/housing-commentary_1.27.22.pdf
https://www.hilltopsecurities.com/wp-content/uploads/sites/3/2022/01/municipal-commentary_1.7.22-1.pdf
https://www.hilltopsecurities.com/wp-content/uploads/sites/3/2022/01/municipal-commentary_1.7.22-1.pdf
https://www.hilltopsecurities.com/public-finance/municipal-commentary/

