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U.S. Municipal Bond Market
Cyberattacks on U.S. Infrastructure May Be Blowback
from U.S. Strike on Iran
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the urgent need for robust cybersecurity preparedness across municipal sectors to
protect critical infrastructure assets.

U.S. Strikes Iranian Nuclear Sites

Following a major escalation in U.S.-Iran tensions, concerns are mounting over the
potential for retaliatory cyberattacks targeting U.S. infrastructure. The recent U.S. military
strikes on Iranian nuclear facilities have not only intensified geopolitical instability

but also heightened the cyber threat landscape for American institutions and critical
infrastructure.

On Saturday night, the United States launched precision strikes on three Iranian nuclear
facilities. President Trump described the operation as a “spectacular military success”
during a national address. General Dan Caine, Chairman of the Joint Chiefs, noted that
while final assessments are ongoing, initial reports indicate “extremely severe damage
and destruction”at all three sites.

U.S. airstrikes on Iranian nuclear
_ ) ) o o facilities have escalated geopolitical
In response, Iranian Supreme Leader Ali Khamenei vowed retaliation, raising alarms tensions and significantly increased
across the U.S. national security and intelligence communities. the risk of retaliatory cyberattacks
targeting American infrastructure.

(ybersecurity Concerns and Investor Implications

While there is currently no actionable intelligence indicating an immediate threat
requiring investor response, the situation highlights the ongoing vulnerability of U.S.
infrastructure. It reinforces why HilltopSecurities has consistently prioritized cybersecurity
awareness—aparticularly since Russia’s invasion of Ukraine. Our Cybersecurity Summits

in 2020 and 2024 were organized to educate our clients and communities and provide
practical tools to help mitigate these evolving digital threats.

State of U.S. Readiness & Warnings

In response to the escalating threat environment, the Department of Homeland Security
(DHS) issued a National Terrorism Advisory System Bulletin on Sunday. The bulletin warns
that U.S. infrastructure is at increased risk, particularly from cyberattacks by pro-Iranian
hacktivists and state-sponsored actors.

The FBI and DHS have held briefings and calls with governors and law enforcement
leaders nationwide, urging heightened vigilance and enhanced intelligence monitoring.
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Former Cybersecurity and Infrastructure Security Agency (CISA) Director Jen Easterly Iran has a documented history of
echoed these concerns, issuing a “SHIELDS-UP” alert on LinkedIn. She advised critical targeting U.5. infrastructure through
infrastructure operators to prepare for potential cyber threats, including phishing, Cyber means.

ransomware, and attacks on industrial control systems.

Iran's (yber Track Record

Iran has a documented history of targeting U.S. infrastructure through cyber means.

In 2023, the Municipal Water Authority of Aliquippa, Pennsylvania, was attacked by
CyberAv3ngers, a group affiliated with Iran’s Islamic Revolutionary Guard Corps. This was
a disruptive, politically motivated attack—not one driven by financial gain.

The U.S. strikes on Iranian nuclear facilities have significantly raised the risk of retaliatory
cyberattacks against American infrastructure. While no immediate investor action is
warranted, the situation highlights the critical importance of cybersecurity preparedness.
Organizations must remain vigilant, adopt best practices, and stay informed as the threat
landscape continues to evolve.
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